
Part 1: Create a sudo user in Ubuntu   
 

• Log in to Linux and create a new user called “DevOps”  
 

 

• Add a DevOps user to the sudo group  
 

 
 



  

 

 

 

 Part 2: Checkout, Build, and Deploy a React Project   

• Install NodeJS & npm, package manager  
 

  



• Clone/checkout project from the below URL 
(https://github.com/riyanuddin17/DevOps-Challenge.git) into 
"/opt/checkout/chat-app"  

 

• Build the react project by running the “npm install” and then the 
“npm run build” command to generate the “dist” folder  

 
 



 

 

 

 

 



 

• Move generated dist files (“dist” folder) to ”/opt/deployment/react”  
 

 
 

• Deploy the project using the pm2 process  
 

 

  



  
  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  
 
 



 Part 3: Serve the Project 

• Set up Nginx proxy and proxy all requests to react project  
 

 

 

 
 
 



 
 
 

 
 
 
 
 



• Access HTTP:<IP_address> from the browser it should display the 
chat app  

  

• Ensure all ports except 80 (HTTP), 443 (HTTPS), 3000 (custom port for 
docker container) and 22 (SSH) are blocked using UFW  

 
 

 



 Part 4: CICD  

• Setup/install Jenkins, Access HTTP://<IP_ADDRESS>:8080 Jenkins 
and setup admin password  
 

 
 

 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



• Create a Jenkins Pipeline job to a) stop running deployment; b) pull 
fresh code from git to "/opt/checkout/chat-app"; c) dist to 
”/opt/deployment/react” ; d) deploy using pm2  

• Select and install a Jenkins plugin to upload files to s3  
• Update the Jenkins pipeline job - add step e) upload dist to s3 using 

the share s3 credentials  

 



 
 
Part 5: Docker  

• Dockerize the react app (image should contain only dist files) and 
expose on port 3000, use docker-compose to manage the bring the 
docker container up ( E.g: docker-compose up to start container)  

 

 

 

 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


